CONFIDENTIAL

anket

B Chryeitv R
¢ OCCUILILY DI

tXxaVT4T770y b BWLKR—

fERCHIF : 2012/11/08 14:35:07

b

MRS HEM&K



Confidential
Page 2 of 43

1.I1E LI 3
Br 3
2. EZ 4
2.1.52briEER 4
2.2 B2 RURL 4
2.3 ¥ &M 5
2.4 . MaSg MR 2L 5
2.5./z58 AT T 6
3.Webt 1 MEBOMETEMHFFM (demo profile/demo) 7
3.1. 714 L2 NY NS/N—=H)L 7
3270RYA NRO)TF4 VT 11
33.SQLA VTV av(TS—AyvtE—) 15
BAHTMLA ¥z oo av(Uvy) 19
35 R FDIRY—TRh 23
3.6.HttpOnly B D &40 27
3.7.F 4TI N T L B CookieDEER 31
3.8.0 XY NDRH 35
8% 40
2HAhTITHE 40
IR DY E R A 42
AT L 4 42
BEEHE% 43

2 /43
Copyright © 2012 M&K Inc. All rights reserved.



LizCo Confidential
Page 3 of 43

14X LI

AFEEE. 12012118088 13:47:42~2012F11808H 13:50:31] ICRMEL/WebT7 T r—a Vs
BHERBEORERRICOVTIRETZHDTY,

B 8
AIREDO B RETRWeb 7 T)r—2avild LT E— M SHIRTBIEDREEITV, WebT7 7 r—avic
FHETIMBEERETIIEIIHYET, T BHEIRBINLIGE. TD) AVFEME, RO, MEsatENDREE
EYETAEROEHREITVETD,

3/43
Copyright © 2012 M&K Inc. All rights reserved.



Confidential

2. HE
Page 4 of 43
EA
2.1. 2 MiE R
FazrzA4n /4777740 URL IP7RLZR
ZHTID
ZHBR EHRI1—Y/RT721—Y
demo profile/demo (#£7) http://security-blanket.jp/mutillidae/
665

2.2. 52 RURL

Bts 2012/11/08 13:47:42
#7 2012/11/08 13:50:31

TEA—YEERE/VATLEERE

demo profile/demo

52BRID:665 - BAIA:2012/11/08 13:47:42 #7:2012/11/08 13:50:31

No.

1 http://security-blanket

2 http://security-blanket

3 http://security-blanket

4 http://security-blanket

5 http://security-blanket
gin.php

6 http://security-blanket

7 http://security-blanket

8 http://security-blanket
p&username=anonymous

9 http://security-blanket

.jp/mutillidae/index.

URL

.jp/mutillidae/
.jp/mutillidae/?page=show-1log.php

.jp/mutillidae/framer.html

php

.jp/mutillidae/index.php?do=toggle-security&page=1o

.jp/mutillidae/index.php?page=login.php
.jp/mutillidae/index.php?page=login.php

.jp/mutillidae/index.php?page=password-generator.ph

.jp/mutillidae/setupreset.php

4L

Framer
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2.3. 8 & A
SEXBLAREORERRICETE,

D REGHEERITFRIENMBRIINIEREDB VB ELI EBINTEYET . BER
CREITITEEHRLIETY,

EFFELE L7

Z DL, SaaSEMETEEBEI T —EX[€F 21 TA4T U7y MICL 2RERBR2ARIICERH O FFMELEIC
RELELEDTI  ARBRIETORBULZVET2EDTHYEFEADTIERLES L,

2.4 R HH

SLEFID FOTPAN T TOTP AN g o = . W | VB
Web 4 16 10 0 12 8 50
665 demo profile/demo
Net 0 0 0 0 0 0 0
ast 4 16 10 0 12 8 50
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2.5.fEwHEHTTY

2 MID: 665 demo profile/demo
Web7 7Y —ay #HEAHFTITY

No. HFTY #E
1 TALININZR—=H)L 4
2 YARYANRIVTTAVY 10
3 SQLAvYzyoay(To—AvE—Y) 6
4 HTMLAY S T3 (oY) 10
5 BHXZEOIRT—TRh 10
6 1& HttpOnlyEB D &40 2
7 154k FITINTWBCookieDFEHR 2
8 {E: mPOANOL; 3] 6
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3.WebY 1 EDHEFEHFFM (demo profile/demo)

S2UTID:665 - BA%A:2012/11/08 13:47:42 #7:2012/11/08 13:50:31

31.FT4LI NI RS R—=H ) A4
Directory Traversal

BE

NHETBIEEEHLTWAWTALIMN)ID 77T LT REICTALI NN EIHDIFYT
Yt AEEETT,

CDIEHMENBRAINIIGE.

1. EEBROFHR

2. 77V —avDEYICESTUITZAIN DRI A

REDEENHYET,

SEIEWR  http://www.ipa.go.jp/security/vuln/vuln_contents/dt.html
xR

T7AVBENBDSIEETERWVNEIN./ 1R/ 1 REDNRZELTHBISN DX FID TR —
TEBEINATOTTIIV E ITAT UMD ODIBT Y RERFOHHFR T2 EEMERER
YEY,
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Page 8 of 43
URL Method /X5 X—%
http://security-blanket.jp/mutillidae/?page=..%2F..%2F..%2F..%2F..%2Fetc%2Fpasswd GET page

2 W 75

/.o./.. /.. /.. /etc/passwd

Re 55 Mk i SR 51

code:
header:

content: root:x:0:0:root:/root:/bin/bash

DOTRANSAY

GET http://security-blanket.jp/mutillidae/?page=..%2F..%2F..%2F..%2F..%2Fetc%2Fpasswd

DITRAMAYY
1 : GET http://security-blanket.jp/mutillidae/?page=..%2F..%2F..%2F..%2F..%2Fetc%2Fpasswd HTTP/1.1
2 : Accept-language: ja,en-us;g=0.7,en;q=0.3
3 : Keep-alive: 115
4 : Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
5 : User-agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; Trident/4.0)
6 : Accept-charset: Shift_JIS,utf-8;9=0.7,%*;9=0.7
7 : Host: security-blanket.jp
8 : Cookie: showhints=0; PHPSESSID=vkpo6pd2olrpiifd3ihtjg2b76
9 : Authorization: Basic eWFyYXJ1lc2FpdG86bWtfcGVudGVzdA==

YOTRAMKRT 1
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HTTPRF7—4% &

200

LARYAAYS

NOoO A WNRE

: Date: Thu, 08 Nov 2012 04:48:13 GMT
1 Server: Apache

1 Logged-In-User:

: Vary: Accept-Encoding

1 Connection: close

1 Transfer-Encoding: chunked

1 Content-Type: text/html

LARYRART 1
386 : <blockquote>
387 : <!-- Begin Content -->
388 : root:x:0:0:root:/root:/bin/bash
389 : daemon:x:1:1:daemon:/usr/sbin:/bin/sh
390 : bin:x:2:2:bin:/bin:/bin/sh

Copyright © 2012 M&K Inc. All rights reserved.
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4 T — S

NS

No. URL Method X—%

1  http://security-blanket.jp/mutillidae/?page=show-log.php GET Eag

2 http://security-blanket.jp/ mutillidae/index.php?page=documentation/how-to-access-Mutillidae-ov GET pag
er-Virtual-Box-network.php e

3 | http://security-blanket.jp/mutillidae/index.php?page=password-generator.php&username=demo GET pag

4  http://security-blanket.jp/ mutillidae/index.php?page=password-generator.php&username=demo GET -
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1044

BE

[<>" 1 FOEBRXENIRAT—TINTWARWA RV TNDRET R—IBUIADTEETT,
ZOMBHENBRINZIGE.

1. Cookie BN BEN BT EICLBENIERIFHE

2. WebR—IJHEIZBT1v IV T FFER

REDHEENHYET,

SEIEHR  http://www.ipa.go.jp/security/vuln/vuln_contents/xss.html
POp

ZOMETMHEICT NG BICIE. Web 7T r—SavilBWTH AR L= FEF D&Y AT R
g—7 /T A—RUBETOIENBETT,

= Web 77U —2avRAEBICUTA2RANETEZIET VARYANRI) T T4 75D,
Z<DHEBEMEICEIHELKRIBICENTHZENTEETT,

ADEOFER P XFER., i EEBICERL. ELWADEDHEZHFFDLIICUET B,
fl: EEBSOEICIZI0- 12 HTOEABHFOAEFTE
JavaScript E=FALIZ1T7V MITO AR BF v IIKETES . Y —NBITAHEBF VY

12— =

=170

BREAARYANRIVT T4 T DRAIICFIRIBLENICIN TOWRWIEISER Y 570,
FERERUMIE XFILEBZTIETORMPISER T ILELNHYT Y D/ HIERHERD
ANDOWREFTIRRL T TV r—2av 2 EOHRENREHRENLET,
FIRT—THRRXFF

(<>""%() &+ ;]
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R H B

NS

URL Method X—
b4
p
http://security-blanket.jp/mutillidae/?page=show-log.php%22%27%3E%3CsCrlpT%3Ealert(%22-@1873 GET a
6-61118-665@-%22)%3C%2FScRiPt%3E g
e

2 W RS F 5

"'><sCrIpT>alert("-@18736-61118-665@-")</ScRiPt>

Re 55 Mk i SR 51

code:

header:

<td><a href="./index.php?do=toggle-security&page=show-1log.php" '><sCrIpT>alert("-@18736-61118-665@-")</ScRiPt>">Tog

content: ' 1o security</a></td>

DOTRANSAY

GET http://security-blanket.jp/mutillidae/?page=show-log.php%22%27%3E%3CsCrIpT%3Ealert(%22-@18736-61118-6
65@-%22)%3C%2FSCRiPt%3E

YOTRARAYS

: GET http://security-blanket.jp/mutillidae/?page=show-1log.php%22%27%3E%3CsCrIpT%3Ealert (%22-@18736-611
18-665@-%22)%3C%2FSCRiPt%3E HTTP/1.1

1 Accept-language: ja,en-us;g=0.7,en;q=0.3

: Keep-alive: 115

1 Accept: text/html,application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8

: User-agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; Trident/4.0)

1 Accept-charset: Shift_JIS,utf-8;9=0.7,%*;9=0.7

1 Host: security-blanket.jp

: Cookie: showhints=0; PHPSESSID=7100uqk02f22b7fgoaqusb0811

: Authorization: Basic eWFyYXJ1lc2FpdG86bWtfcGVudGVzdA==

[y

©oO~NOUOAWN

YOTRAMKRT 1
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HTTPRF7—4% 2R

200

LARYAAYS

: Date: Thu, 08 Nov 2012 04:48:04 GMT
1 Server: Apache

Logged-In-User:

: Vary: Accept-Encoding

1 Connection: close

1 Transfer-Encoding: chunked

1 Content-Type: text/html

NOoO A WNRE

LARYRAKRTA

92 : <a href="./index.php?page=login.php">Login/Register</a>

93 : </td>

94 : <td><a href="./index.php?do=toggle-security&page=show-log.php"'><sCrIpT>alert("-@18736-61118-665@-")
</ScRiPt>">Toggle Security</a></td>

95 : <td><a href="setupreset.php">Setup/Reset the DB</a></td>

96 : </tr>
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ZLE—&

NS
No. URL Method X—%
1  http://security-blanket.jp/mutillidae/?page=show-log.php GET page
2  http://security-blanket.jp/mutillidae/index.php GET uid
3 | http://security-blanket.jp/mutillidae/index.php GET -
http://security-blanket.jp/ mutillidae/index.php?page=documentation/how-to-access-Mutillidae-o .
4 : GET uid
ver-Virtual-Box-network.php
http://security-blanket.jp/ mutillidae/index.php?page=documentation/how-to-access-Mutillidae-o
5 / GET page
ver-Virtual-Box-network.php
6 http://security-blanket.jp/ mutillidae/index.php?page=documentation/how-to-access-Mutillidae-o GET )
ver-Virtual-Box-network.php
user
7  http://security-blanket.jp/mutillidae/index.php?page=password-generator.php&username=demo GET nam
e

8 | http://security-blanket.jp/mutillidae/index.php?page=password-generator.php&username=demo GET uid
9 | http://security-blanket.jp/mutillidae/index.php?page=password-generator.php&username=demo GET page

10  http://security-blanket.jp/ mutillidae/index.php?page=password-generator.php&username=demo GET -
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3.3.85QLMrTzyoav(To—AvtE—) 614
Detect SQL Error Message

BE

SQLTS—Xvt—YZRELEL. SQLIV Y I av N RET DA RN HYET,
ZOMFEENBRAINIGE.

L. EERROTA

2. T—9DUIA

3 Y—ERDEL

BREDHENHYZEYS,

SEIFE,  http://www.ipa.go.jp/security/vuln/vuln_contents/sql.html
PUR-

ANT7—=R-TFO —Iv—%FAL, BEET—IR—RITIEALABWVWTLEIW, AREREICA
FR- 7O —Yv—EEITTOWARWGEIL SQLXERICER SN BEDFFRXFEE T A —
TUIBLTLEIW F e, T5— XAy E—VEARILIS—R—VEREBETIAEL BAEICKTRL
RWEIITERTEL TLIEI W,

CIRAT—TRHRXFT

{lll¥l¥ll) ;]

15/ 43
Copyright © 2012 M&K Inc. All rights reserved.



3.Webt 1 MMEDHEFEMEFM (demo profile/demo) Confldentlal
Page 16 of 43

R H B

URL Method NRSA—4

http://security-blanket.jp/ mutillidae/index.php GET uid

2 W 75

' SELECT _SCAN_; --

Re 55 % i SR 51

code:

header:

<td class="error-label">Message</td><td class="error-detail">Error executing query: You have an error in your SQL
content: syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near 'SELECT _S
CAN_'' at line 1</td>

DOTRANSAY

GET http://security-blanket.jp/mutillidae/index.php

YOTRARAYS

1 : GET http://security-blanket.jp/mutillidae/index.php HTTP/1.1

2 : Accept-language: ja,en-us;g=0.7,en;q=0.3

3 : Keep-alive: 115

4 : Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

5 : User-agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; Trident/4.0)
6 : Accept-charset: Shift_JIS,utf-8;9=0.7,%*;9=0.7

7 : Host: security-blanket.jp

8 : Referer: http://security-blanket.jp/mutillidae/index.php?page=login.php

9 : Cookie: uid=15' SELECT _SCAN_;--; PHPSESSID=pj4m5qcqo7iinjtoaf8ge2t5s6

10 : Authorization: Basic eWFyYXJlc2FpdG86bWtfcGVudGVzdA==

YOTRAMKRT 1

16/ 43
Copyright © 2012 M&K Inc. All rights reserved.



3.Web¥ 1 ~EOHEFEEFM (demo profile/demo) Confidential
Page 17 of 43

HTTPRF7—4% 2R

200
LARYAAYSY
1 : Date: Thu, 08 Nov 2012 04:48:50 GMT
2 : Server: Apache
3 : Vary: Accept-Encoding
4 : Connection: close
5 : Transfer-Encoding: chunked
6 : Content-Type: text/html
LARYRART 1
14 : </tr>
15 : <tr>

16 : <td class="error-label">Message</td><td class="error-detail">Error executing query: You have an erro
r in your SQL syntax; check the manual that corresponds to your MySQL server version for the right s
yntax to use near 'SELECT _SCAN_'' at line 1</td>

17 : </tr>

18 : <tr>

17 / 43
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4 T — S

NS
No. URL Method X—%
1  http://security-blanket.jp/mutillidae/index.php GET uid
2  http://security-blanket.jp/mutillidae/index.php GET -
http://security-blanket.jp/ mutillidae/index.php?page=documentation/how-to-access-Mutillidae-ov .
3 : GET uid
er-Virtual-Box-network.php
4 http://security-blanket.jp/ mutillidae/index.php?page=documentation/how-to-access-Mutillidae-ov GET )

er-Virtual-Box-network.php

5 | http://security-blanket.jp/mutillidae/index.php?page=password-generator.php&username=demo GET uid

6 | http://security-blanket.jp/mutillidae/index.php?page=password-generator.php&username=demo GET -

18 /43
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34 HTMLAY Yo vav(Ivy) 1044
HTML Injection(Link)

Bz

R—IVHIEZED) VI HIBDALIEDAEETT,

ZOMEHEEAFEINEES. BEOHIR—IADFELPEHLAWVMREDEITABRE|IINSE
BEEMELHYET,

PO S

CORBHEICHIRT BICIE. Web PTUS—2av il BWTH DB U= Z2F D@t T 2
=7 /T A—RNBAEITHIZENNETT,

FrWeb 7)o —avRRERICUTZRAUNETZIET I I40 029030 %E5H, %<D
eSS IC LB EA KIBICENTDZENHEETT,

ANEDF AP X FER, M AERBICEREL. ELLWANED#45ZF T 2LICIET B,
fl: BEBESOMBICE10-12 O BRFOHEHTE

JavaScript E&HEALYFATY MITO AR AF Ty IEFE S H—/MAITARAF v
172,

BB NI4TV DRAIXFILEAI BTSN TWAWIEISREAT 2728, FiEHH
FRUAMCE XFIREBZTIETORDITERTIRENHYET TDDIBRHH O~ DN
REFTRA TV r—2av 2h0OBRBENREHENLIT,
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3.Webt 1 MMEDHEFEMEFM (demo profile/demo)
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R H B

NS
URL Method X—
P4
p
http://security-blanket.jp/mutillidae/?page=show-log.php%27%22%3E%3CIMG+SRC%3D%22%2F-@187 GET a
36-61118-665@-%2F_SCAN_.htm1%22%3E g
e

2 W 75

'"><IMG SRC="/-@18736-61118-665@-/_SCAN_.html">

Re 55 % i SR 51

code:

header:

<td><a href="./index.php?do=toggle-security&page=show-1log.php'"><IMG SRC="/-@18736-61118-665@-/_SCAN_.html">">Togg

content: le Security</a></td>

DOTRANSAY

GET http://security-blanket.jp/mutillidae/?page=show-10g.php%27%22%3E%3CIMG+SRC%3D%22%2F -@18736-61118-665
@-%2F_SCAN_.htm1%22%3E

YOTRARAYS

: GET http://security-blanket.jp/mutillidae/?page=show-1log.php%27%22%3E%3CIMG+SRC%3D%22%2F-@18736-61118
-665@-%2F_SCAN_.htm1%22%3E HTTP/1.1

1 Accept-language: ja,en-us;g=0.7,en;q=0.3

: Keep-alive: 115

1 Accept: text/html,application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8

: User-agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; Trident/4.0)

1 Accept-charset: Shift_JIS,utf-8;9=0.7,%*;9=0.7

1 Host: security-blanket.jp

: Cookie: showhints=0; PHPSESSID=f0cr2nm9d2pg2puiog561ien27

: Authorization: Basic eWFyYXJ1lc2FpdG86bWtfcGVudGVzdA==

[y

©oO~NOOAWN

YOTRAMKRT 1

20/ 43
Copyright © 2012 M&K Inc. All rights reserved.



3.Web¥ 1 ~EOHEFEEFM (demo profile/demo) Confidential
Page 21 of 43

HTTPRF7—4% 2R

200

LARYAAYS

: Date: Thu, 08 Nov 2012 04:48:30 GMT
1 Server: Apache

Logged-In-User:

: Vary: Accept-Encoding

1 Connection: close

1 Transfer-Encoding: chunked

1 Content-Type: text/html

NOoO A WNRE

LARYRAKRTA

92 : <a href="./index.php?page=login.php">Login/Register</a>

93 : </td>

94 : <td><a href="./index.php?do=toggle-security&page=show-log.php'"><IMG SRC="/-@18736-61118-665@-/_SCAN
_.html">">Toggle Security</a></td>

95 : <td><a href="setupreset.php">Setup/Reset the DB</a></td>

96 @ </tr>

21/ 43
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ZLE—&

NS
No. URL Method X—%
1  http://security-blanket.jp/mutillidae/?page=show-log.php GET page
2  http://security-blanket.jp/mutillidae/index.php GET uid
3 | http://security-blanket.jp/mutillidae/index.php GET -
http://security-blanket.jp/ mutillidae/index.php?page=documentation/how-to-access-Mutillidae-o .
4 : GET uid
ver-Virtual-Box-network.php
http://security-blanket.jp/ mutillidae/index.php?page=documentation/how-to-access-Mutillidae-o
5 / GET page
ver-Virtual-Box-network.php
6 http://security-blanket.jp/ mutillidae/index.php?page=documentation/how-to-access-Mutillidae-o GET )
ver-Virtual-Box-network.php
user
7  http://security-blanket.jp/mutillidae/index.php?page=password-generator.php&username=demo GET nam
e

8 | http://security-blanket.jp/mutillidae/index.php?page=password-generator.php&username=demo GET uid
9 | http://security-blanket.jp/mutillidae/index.php?page=password-generator.php&username=demo GET page

10  http://security-blanket.jp/ mutillidae/index.php?page=password-generator.php&username=demo GET -

22 / 43
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35 BHRXFOIRT—TRh 104
Escape leak

BE

[<>" 8] EORBEXFVTNNDN IR —TINTEZOFFENINTVWIT  HHRXFEZDF
FHANTBIEICEY, IARYARNRINV T T4V T RET DA REMED HYET,

xR

[<,>" & EDEGXFIIHERABRELE CHEIN TWA IR —TEMAFAL TR T TR Y —
TLTKEIW, 7OV S LARDRRERDNIBEHERL TLEI,
IR —TWHRXET

(<>""% () &+ ;]
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R H B

NS
URL Method X—
P4
http://security-blanket.jp/mutillidae/?page=show-log.php-@18736-61118-665@-_SC%3EAN__SC%3CA GET pa
N__SC%22AN__SC%27AN___SC&AN_ ge

2 W 75

-@18736-61118-665@-_SC>AN__SC<AN__SC"AN__SC'AN___ SC&AN_

Re 55 M4k i S0 A1

code:

header:

<td><a href="./index.php?do=toggle-security&page=show-1og.php-@18736-61118-665@-_SC>AN__SC<AN__SC"AN__SC'AN___SC">

content: Toggle Security</a></td>

DOTRANSAY

GET http://security-blanket.jp/mutillidae/?page=show-log.php-@18736-61118-665@-_SC%3EAN__SC%3CAN__SC%22AN
__SC%27AN__SC&AN_

YOTRARAYS

1 GET http://security-blanket.jp/mutillidae/?page=show-log.php-@18736-61118-665@-_SC%3EAN__SC%3CAN__SC%
22AN___SC%27AN____SC&AN_ HTTP/1.1

1 Accept-language: ja,en-us;g=0.7,en;q=0.3

: Keep-alive: 115

1 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

1 User-agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; Trident/4.0)

1 Accept-charset: Shift_JIS,utf-8;9=0.7,%*;9=0.7

1 Host: security-blanket.jp

1 Cookie: showhints=0; PHPSESSID=cp05uru9qvjdo9olin5knck41l1

1 Authorization: Basic eWFyYXJ1lc2FpdG86bwtfcGVudGVzdA==

[y

©oO~NOOAWN

YOTRAMKRT 1
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HTTPRF7—4% 2R

200

LARYAAYS

: Date: Thu, 08 Nov 2012 04:48:21 GMT
1 Server: Apache

Logged-In-User:

: Vary: Accept-Encoding

1 Connection: close

1 Transfer-Encoding: chunked

1 Content-Type: text/html

NOoO A WNRE

LARYRAKRTA

92 : <a href="./index.php?page=login.php">Login/Register</a>

93 : </td>

94 : <td><a href="./index.php?do=toggle-security&page=show-log.php-@18736-61118-665@-_SC>AN__SC<AN__SC"AN
__SC'AN___SC">Toggle Security</a></td>

95 : <td><a href="setupreset.php">Setup/Reset the DB</a></td>

96 : </tr>
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ZLE—&

NS
No. URL Method X—%
1  http://security-blanket.jp/mutillidae/?page=show-log.php GET page
2  http://security-blanket.jp/mutillidae/index.php GET uid
3 | http://security-blanket.jp/mutillidae/index.php GET -
http://security-blanket.jp/ mutillidae/index.php?page=documentation/how-to-access-Mutillidae-o .
4 : GET uid
ver-Virtual-Box-network.php
http://security-blanket.jp/ mutillidae/index.php?page=documentation/how-to-access-Mutillidae-o
5 / GET page
ver-Virtual-Box-network.php
6 http://security-blanket.jp/ mutillidae/index.php?page=documentation/how-to-access-Mutillidae-o GET )
ver-Virtual-Box-network.php
user
7  http://security-blanket.jp/mutillidae/index.php?page=password-generator.php&username=demo GET nam
e

8 | http://security-blanket.jp/mutillidae/index.php?page=password-generator.php&username=demo GET uid
9 | http://security-blanket.jp/mutillidae/index.php?page=password-generator.php&username=demo GET page

10  http://security-blanket.jp/ mutillidae/index.php?page=password-generator.php&username=demo GET -

26 / 43
Copyright © 2012 M&K Inc. All rights reserved.



3.Web* 4 ~MEDEEFM (demo profile/demo) Confidential
Page 27 of 43

3.6.HttpOnlyEtE D k0 24

Detect No HttoOnly Flg

BE

HttpOnlyBMN R EIN TWEE A,

CookielZHttpOnlyBHEA T IIIN TWRWIEE, JavaScrpt/E Il &> TCookie A EF I
Cookie N BENDABEELHYET,

X 2R

httplc & BBIE LA TCookie & EET MBI LWNIFEIL.
CookielCHttpOnlyBM 22 T 5T &R W LET,
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R H B

URL Method RSA—4

http://security-blanket.jp/?%3DPHPB8B5F2A0-3C92-11d3-A3A9- GET sessionid=bdb57a16cca993990c677e0
4C7B08C10000 04d3aded7

2 W 75

Re 55 Mk i S0 51

code:

header: Set-Cookie: sessionid=bdb57a16cca993990c677e004d3a4e47; Path=/; secure

content:

U/ 8 S %

GET http://security-blanket.jp/?%3DPHPB8B5F2A0-3C92-11d3-A3A9-4C7B08C10000

YOTRARAYS

1 GET http://security-blanket.jp/?%3DPHPB8B5F2A0-3C92-11d3-A3A9-4C7BO8C10000 HTTP/1.1
1 Accept-language: ja,en-us;g=0.7,en;q=0.3

: Keep-alive: 115

1 Accept: text/html,application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8

: User-agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; Trident/4.0)

1 Accept-charset: Shift_JIS,utf-8;9=0.7,%*;9=0.7

1 Host: security-blanket.jp

: Authorization: Basic eWFyYXJ1lc2FpdG86bWtfcGVudGVzdA==

0W~NOO O WNRE

YOTRAMKRT 1
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HTTPRF7—4% 2R

200
LARYAAYSY
1 : Date: Thu, 08 Nov 2012 04:49:21 GMT
2 : Server: Apache
3 : Vary: Cookie,Accept-Language, Accept-Encoding
4 : Content-Language: ja
5 : Set-Cookie: csrftoken=3705484a7b45eb8b867afd59f1818eda; Max-Age=31449600; Path=/
6 : Set-Cookie: sessionid=bdb57a16cca993990c677e004d3ad4ed7; Path=/; secure
7 : Connection: close
8 : Transfer-Encoding: chunked
9 : Content-Type: text/html; charset=utf-8
LARYRART 1
1
2 :
3
4
5 : <?xml version="1.0" encoding="utf-8"?>
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e T — S

No.

1  http://security-blanket.jp/?%3DPHPB8B5F2A0-3C92-11d3-A3A9-4C7B08C10000

2  http://security-blanket.jp/server-info

URL

Method /1S x—%
GET sessionid

GET Max-Age

Copyright © 2012 M&K Inc. All rights reserved.
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3. 7. FTX¥NTWBCookieD I 214
Get Cookie Infomation

B
FITINTWBCookiefEHR T,
X 2R

IBRD A, WRIEHYFEA,
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R H B

URL Method RSA—4

http://security-blanket.jp/?%3DPHPB8B5F2A0-3C92-11d3-A3A9- GET sessionid=bdb57a16cca993990c677e0
4C7B08C10000 04d3aded7

2 W 75

Re 55 Mk i SR 51

code:

header: Set-Cookie: sessionid=bdb57a16cca993990c677e004d3a4e47; Path=/; secure

content:

U/ 8 S %

GET http://security-blanket.jp/?%3DPHPB8B5F2A0-3C92-11d3-A3A9-4C7B08C10000

YOTRARAYS

1 GET http://security-blanket.jp/?%3DPHPB8B5F2A0-3C92-11d3-A3A9-4C7BO8C10000 HTTP/1.1
1 Accept-language: ja,en-us;g=0.7,en;q=0.3

: Keep-alive: 115

1 Accept: text/html,application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8

: User-agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; Trident/4.0)

1 Accept-charset: Shift_JIS,utf-8;9=0.7,%*;9=0.7

1 Host: security-blanket.jp

: Authorization: Basic eWFyYXJ1lc2FpdG86bWtfcGVudGVzdA==

0W~NOO O WNRE

YOTRAMKRT 1
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HTTPRF7—4% 2R

200
LARYAAYSY
1 : Date: Thu, 08 Nov 2012 04:49:21 GMT
2 : Server: Apache
3 : Vary: Cookie,Accept-Language, Accept-Encoding
4 : Content-Language: ja
5 : Set-Cookie: csrftoken=3705484a7b45eb8b867afd59f1818eda; Max-Age=31449600; Path=/
6 : Set-Cookie: sessionid=bdb57a16cca993990c677e004d3ad4ed7; Path=/; secure
7 : Connection: close
8 : Transfer-Encoding: chunked
9 : Content-Type: text/html; charset=utf-8
LARYRART 1
1
2 :
3
4
5 : <?xml version="1.0" encoding="utf-8"?>
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e T — S

No.

1  http://security-blanket.jp/?%3DPHPB8B5F2A0-3C92-11d3-A3A9-4C7B08C10000

2  http://security-blanket.jp/server-info

URL

Method /1S x—%
GET sessionid

GET Max-Age

Copyright © 2012 M&K Inc. All rights reserved.
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3.8. XV DR

61
Detect Commnet
Bz
MELEIXND—ETT,
POp

AXAVMARICAT I VER BABERE W IZEERFHRI LB IN TOARWHIEEEL TLEIL,
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R H B

URL Method NRSA—4

http://security-blanket.jp/ mutillidae/?page=show-log.php GET

2 W R SCF 5

Re 55 4% i SR 51

code:

header:

["<!-- I think the database password is set to blank or perhaps samurai.\r\n\t\t\tIt depends on whether you instal
led this web app from irongeeks site or\r\n\t\t\tare using it inside Kevin Johnsons Samurai web testing framework.
content: \r\n\t\t\tIt is ok to put the password in HTML comments because no user will ever see \r\n\t\t\tthis comment. I re
* member that security instructor saying we should use the \r\n\t\t\tframework comment symbols (ASP.NET, JAVA, PHP,
Etc.) \r\n\t\t\trather than HTML comments, but we all know those \r\n\t\t\tsecurity instructors are just making al
1 this up. -->", "<!-- Begin Content -->", "<!-- End Content -->"]

DOTRANSAY

GET http://security-blanket.jp/mutillidae/?page=show-log.php

YOTRARAYS

1 GET http://security-blanket.jp/mutillidae/?page=show-log.php HTTP/1.1

1 Accept-language: ja,en-us;g=0.7,en;q=0.3

: Keep-alive: 115

1 Accept: text/html,application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8

: User-agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; Trident/4.0)
1 Accept-charset: Shift_JIS,utf-8;9=0.7,%*;9=0.7

1 Host: security-blanket.jp

: Authorization: Basic eWFyYXJ1lc2FpdG86bWtfcGVudGVzdA==

1 Cookie: PHPSESSID=qq8f4rifgnbo5ick5vtstff8b6

©oO~NOOAWNERE

DIOTAMKRT 1
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HTTPRF7—4% 2R

200
LRARY ZAYY
1 : Date: Thu, 08 Nov 2012 04:50:15 GMT
2 : Server: Apache
3 : Logged-In-User:
4 : Vary: Accept-Encoding
5 : Connection: close
6 : Transfer-Encoding: chunked
7 : Content-Type: text/html

LARYRAKRTA

1:

2 : <!-- I think the database password is set to blank or perhaps samurai.

3 : It depends on whether you installed this web app from irongeeks site or

4 : are using it inside Kevin Johnsons Samurai web testing framework.

5 : It is ok to put the password in HTML comments because no user will ever see

6 : this comment. I remember that security instructor saying we should use the

7 : framework comment symbols (ASP.NET, JAVA, PHP, Etc.)

8 : rather than HTML comments, but we all know those

9 : security instructors are just making all this up. -->

10 : <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://www.w3.0rg/TR/1999/REC-htm140
1-19991224/1loose.dtd">

11 : <html>

385 : <td valign="top">

386 : <blockquote>

387 : <!-- Begin Content -->

426 : </TR>

427 : </TABLE>

428 : <!-- End Content -->
429 : </blockquote>

430 : </td>
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= B
ZYUE—E
NS
No. URL Method X—%
1  http://security-blanket.jp/mutillidae/?page=show-log.php GET -
2  http://security-blanket.jp/mutillidae/index.php GET -
3 | http://security-blanket.jp/mutillidae/index.php?do=logout GET -
4  http://security-blanket.jp/ mutillidae/index.php?do=toggle-security&page=home.php GET -

5 http://security-blanket.jp/ mutillidae/index.php?page=documentation/how-to-access-Mutillidae-ov

er-Virtual-Box-network.php GET i

6 | http://security-blanket.jp/mutillidae/index.php?page=password-generator.php&username=demo GET -
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f &%

AT ITIRE

JARYAb2o0F 74>
JARYARRAI) TF40 T EEWebT TN r—av Y Iz 7P OMEEM T, YA M EE> TRV T eRTT 3]
EWHIEKRTY, Web7F)r—>avT AAINAET—YDRBERSFyvI/ETICHTMLAICHALTWS
& H TMLARIC)avaScriptBEDEEDI—REEBEDAD ZEATETLEVE T, COLHAREATI/O XY R
INTTF4VTREEDHBIEEVET, FIELTERDYTDZOIFEXADTLEIBTRRIEBETShZE
T BEHLZA—HYHBREDHTMLY T 2ST AR ERTT 2L BBRNEREEE L/EXICR VY TIMRITI
nTlL 2HBRELIHYET, RV TRORBICE>TIECookieT—4 D BEEPNER A& A AT REA =D, BF EXB|IC
ffi>7=CookieZHEEY LT AANICEKEYTELTHIRDBARTTo>7/Y, Cookiex iRy avERICHEALT
WBHAMIBATEIRE, LYLEA DA RMELS 2 B AREELHYET,

SQLA4>roxyayv
MYy vav(injection)] EIEGEAIEVWIERL T, SQLTF—IR—RIIHT LAENSFE DSQLX AEITAEE
MREEATRLEY, ZFBWELL T HB1I—FHIMEOI—HDF—45RY, N2AT—NERLEEBEINZA
EZ ONFET, F- RITHREARSQLY DEEPER EICL>TUIT—IR—ARADRELHIR, X5I1ICIE H—n
ATEEDIAVYRERTTRIENTRDIGEIPHYET,

T4LIRNY RS /X—H )L
TINr—2av e AT AN EELTWBARETALINIEBAT, TAL VN ABBTED ARERIREEARLE
T AEABEINTOAWRRT—RIZFAINED AT LTIV PENIERE SAL I7AIVENALISRET
LEBEMNHYET, BRI —ELTIE T/ /] ] Jetc/passwd I DEIICT./1EZBLTT4L IR Y
RV IRRT—R 771V ERRBLLIETEHENHYET,

A RAaoxyoay
HEHASEZDOSHIAV Y KA RITTDIENARERREDZETT , A—FDAANZOFFIY VY RELTETT
AREAMBERF CERINTUWSIRSICRELET,

(Lt A AT A
BEELTWRWIAYT YD RATALIMN) EICEEL. E=F N URLZEEIBEE T 52ETER SOOVT VYN
RETAAREMEOHZIREARLET, AVTUVVORBICL>TIVAT ABR Y BEABEBRORBRICENDZEN
HYFET, PIAK T7TVT—2avDY—RAa—RKPT7 o5 —MERDI7MIVEDN RBEATALIMNICZED FFED
NTWBIBEP. Web—/SDEREIRICLYTALINID—BHNEAINZEDHHZHL T,

HTTPL ARV A HE|
HITH—NADSRINDL AR AAY Y — A WBETEDREERLET, LARYVIAYY — 4 NBETE2ETCES
DHZHA M DFBED, AR—VERTITEANEBRERAHTREOHE IR AINDAEML HYET, R
F—B L ARV ZAAYT —ICZDEE YA D ORFIA—RD IR —F IR H H DB SEHBICHEIND
THEM A HYET,
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Cookie EE D K
REFRYA M TRITINTLSCookieD BEEREIAONDREN HEREETRLET, FIZAILRESLERE
(https) THITIN BCookielcSecureBHEN R EINTWAWINZ Y LE T, SecureBHEN R EINTLARWL
CookieldIERESLBIE (http) THEEEINDZ O BEDBIMRMELHYET, BEEL/BRIGFET7VERICF A
INBAEREELHYET,

IS—XytE—JDKRHE
REETHIRERVIIANECIS—HDEELCREERLET, T5—XvE—IICL>TUIFERALTWSE S
PN=UaVH AT EIGEDNHYET, INSIERISHEBEDORICFIBAINZTREELrHYET,

S miaROMRH
FRALTWAHADBER\MMASHDFE TR TEIREBERLET, FIZIE H—XNDY VI DL ARV R
[CN—=VaV BN S TN TUBYNZYLET HEDON—aviIlL>TUIEMOBHR N H DD, INHD
ERIIHEDRICFIRINSAREMLIHYET,

PR 15 R D 4R HY

HTMLY—ZX3—RRICHERYRT—IDIPTRL 2 pathRED AT EIBNED RWERNIIIEG TELRELETR
LET.INOLDIBERIINEDORICHBEINDEEELHYET,
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GBREOHERE
AREDBHIE RETRWebT7 7Y r—2a Vil LT E— M SIESEHEDREETL. Web7 7 Ur—avic
GEITIMBEERETRIEICHYFET, T BHEIREINLIZE. TDY A VLM, RO, MEIHEANDFR
EXETRBEROBRHEIT WET,

R EE I E ELAE
B NRT—RRZW EEEERFRLDE, Y RTLALBICHETHMETT. CNODOMBENEET SRS BHTHL B
B BT RRENHYET,

BRFRP. BT ELARE, I—PRENFKETDITREENBVEETY, ZOLRIVITE YARY ARV TT10T%

SQLAV Y oo avREDREBI HY . A1V TV MREPOWASP TOPT10AET LA D2 EF1) T4 LOBETY, 2D

DD RBICHISY 2 BAHYEY,

A WEBCREIER AL, EX 1T LORENFEETEARENHYET, Y RTLDOMLERAEICELY, F21)T0 L

DEANENREINTWRNVEEZDOLANIVICHEINE Y BENRET DI REMD HB7d . WISEBTT I EHE

LEY,

YATLDBRERBRPERFROTRE. VAT LI T IREFREZRETIARMI’ HIHETT, EFEENKEY

B ZHEEMEEAVTTN D EF 1) T LOMBEEAEDLIZELNILD EH DI RRENHYTY, BREICLDHRENE
D HBIOREMRETLTIEIL,

& N=U 3 VERRTP. N T —BRERTLRE RBEDRKEZSIKARREDHIMETY, BEEBAINLLYIE. ZOLNIL

- DEBNSBBFEEMo>TWKIENHBYET ., FHTEIATHREMREFT LTI,

B8 MEYEFL)T/OISRIALOLHICEEIHETZEBETY,

at

HIEREIHITEERTHY, HBHHEDORHINAEM REFICLVHEREL IR LD B BEaEsatEc
B23ZEETIVETOT. HOHDNLHT TEILEI W,

ABEZICHITEMATEIE UTICRESNBENFTMICLEEDTY, #EfeHEId. A B.C.D OL\WFhihrD
FLTPRYM IR CRESN, RERRAEH MO FMEEC RS LEAT 205 ZATEEL TS5 NE
7,

B2l F i 3
gl P R
A RRICHENUELRBIEEREIAEEATLE, B O
g EENCHEEEIBTMILAENSENINES X BBLARESN  BREBLEORBILE FHRETA TN
THYET REAREREO L HEORIATOICLAMRLIT, A BREDLTORBIREAR LU
c  BEARIBTRMOMIEBEABRSATHYIT, RAIHROR  BRERBULOBBIE FERESNT.
HEFOLERELET, RIS A ORI (1L R
D s CIMOBVRSRARESTE | fipmrma ol s 4Ll it

E, LM EEIAREICSVTRHEIN/IEBHEOREARZEIC REBREZMRICKIRY 272D
BMEINTIRFEEICRYEY, ERFMERICLLAMIE. HCETHEREBREBRICKRIRT5HDDEDT
HY), B IIFEIC WU TORIEPEREFEVDRIT DT HONMLDHIT TERILEIL,
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